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Chapter 1 Access and Home Page

This chapter describes the procedure for user access and registration to AIFA Online Services.

2.1 Access to the application

The User Access and Registration application can be accessed from the “Online Services” icon 2, at
the top right of the homepage of AIFA's Institutional Portal (https://www.aifa.gov.it).

& Alp/L‘, Agenzia Italiana del seguidss QMOWOOBM- ©

Servizi
SRt Farmaco _ :
. Online

In evidenza

\Y\j:\\\* a s 8 £°0F% _u 10 GEN 2022 Registri farmaci sottoposti a monitoraggio
o - :>. — f"
]b.""\" I— ' Insediata la nuova Commissione scientifica ed
I economica (CSE) dell'AIFA >

Si & insediata oggi la nuova Commissione scientifica ed economica del
farmaco (CSE) dell AIFA

Notizie

Figure 1 — AIFA Institutional Portal homepage



https://www.aifa.gov.it/

Online Services — Users Registration and Log-in Aq\ﬂ?

User Guide AGENZIA ITALIANA DEL FARMACO

Chapter 2 Access-User Registration

2.2 Access Home Page - User Registration

Upon selecting the Login button from the AIFA Institutional Portal, the user lands on the initial page where
the access methods to the Online Services are presented via five different possibilities.

Home / Access AIFA online services

Access AIFA online services ©

SPID CIE CNS elDAS Username and password with OTP

Accedi con SPID

o Entra con SPID

Maggiori informarzioni
Non hai SPID?

Serve aiuto?
spedv £ AglDEsse.

SPID é il sistema di accesso che consente di utilizzare, con un'identita digitale unica, i servizi
online della Pubblica Amministrazione e dei privati accreditati. Se sei gia in possesso di
un'identita digitale, accedi con le credenziali del tuo gestore. Se non hai ancora un'identita

digitale, richiedila ad uno dei gestori.

Figure 2 - User Access-Registration Home Page

System access can occur via official strong identification methods (SPID, CIE, CNS for Italian users; eIDAS
for EU users); or via username, password, and OTP (for non-EU users, or Italian/EU users without
identification methods).

Italian and European users are strongly advised to use one of the strong identification methods, which
simplifies and speeds up registration and access to AIFA Online Services, as well as the request for
authorization to the relevant applications.
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2.3 Registration and access with SPID

To register or access via SPID, from the homepage (fig. 3), the user must select the first SPID tab among
the provided access methods.

Home / Access AlFA online services

Access AIFA online services °

SPID CIE CNS elDAS Username and password with OTP

Accedi con SPID

o Entra con SPID

Maggiori informazioni
Non hai SPID?

Serve aiuto?
spedv (3 AglIDEuss

SPID & il sistema di accesso che consente di utilizzare, con un'identita digitale unica, i servizi
online della Pubblica Amministrazione e dei privati accreditati. Se sei gia in possesso di
un'identita digitale, accedi con le credenziali del tuo gestore. Se non hai ancora un'identita

digitale, richiedila ad uno dei gestori.

Figure 3 - Access screen via SPID

By clicking on the "Entra con SPID" button, all providers with which SPID authentication is possible will be
made visible. The user must select the reference provider and enter their credentials.

Once access is completed, if it is a registration (therefore a user who does not already possess a registered
account on AIFA systems), the user accesses the first page, which presents the following personal data in
read-only mode:

- Surname;

- Name;

- Tax Code;

- Checkbox for authorization of personal data processing according to GDPR;
- Acceptance of terms and conditions of platform use.

The user must mandatorily flag the checkboxes for data processing authorization and acceptance of terms
and conditions for platform use in order to proceed with access (the "Next" button will remain disabled
until the operation is performed).
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# Home > New user registration

rd
USER PERSONAL DATA

Last Name First Name
Ferrandi Luca

Fiscal Code

FRRLCUS92Z45X9QW

* Required Fields

| authorize the processing of my personal data in accordance with European Regulation No. 2016/679 on the protection of personal data for the sole purpose of improving the user

experience and contact. *

| declare that | accept the Terms and Conditions of Use of the platform. *

(@ coToHomME )

Figure 4 - User personal data visualization

By clicking Next, the user will view the professional contact data screen (fig. 5), which requires the

insertion of the following fields:

- Declaration checkbox for internal users: to be selected only in case of internal AIFA employee

users;

- Contact e-mail (corporate): to be validated via the button located next to the field;

- Corporate phone;
- User class: selectable via a combobox.

#A Home > New user registration

o s

USER PERSONAL DATA PROFESSIONAL CONTACT DATA

| declare that | am an internal AIFA user (contact email with the domain @aifa.guu.it)

Contact email (company) * @ Company phone

* Required Fields

If you do not have a company email, enter your personal email

User class *

| v

(@ Back )

Figure 5 - Professional contact data form

The e-mail address that the user must indicate should preferably be the corporate one. It must then be

validated by entering a 6-digit verification code that the user receives via e-mail when the button located
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next to the Contact email (corporate) field is pressed. The user then enters the code via the specific form
(fig. 6) and clicks Confirm.

r )

A 6-digit code has been sent to the indicated email address. Enter the

received code to verify the email address.

You can request a new code in 24 seconds

'O CANCEL .

Figure 6 - E-mail validation code entry

The user must then select the belonging user class among those proposed in the specific drop-down
menu (fig. 7).

(] v

USER PERSONAL DATA PROFESSIONAL CONTACT DATA

| declare that | am an internal AIFA user (contact email with the domain @aifa.gov.it)
* Required Fields

Contact email (company) * @ Company phone

utentereg@gmail.com | |

If you do not have a company email, enter your personal email

User class *

| ~
Other Organization A
Pharmaceutical Company
Citizen
Supplier
External AIFA Personnel -

Figure 7 - Professional contact data entered
They are:

- Other Organization;

- Pharmaceutical Company;
- Citizen;

- Supplier;

- External AIFA Personnel.
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Once the e-mail address has been validated and all data entered into the form, the user clicks on
"Confirm", and if the registration is successful, they view the registration success screen.

AlpA; Italian Medicines Agency

Registration completed!

You will receive a confirmation email of the registration.
To access the system, you need to login again.

(manPaGE €))

Figure 8 - Registration confirmation

To access their dashboard, the user must return to the homepage via the "Main Page" button, select the
access mode via SPID again, and log in using the specific provider's credentials. In this way, they will be

able to access their dashboard, including the contact data indicated during registration and the
functionalities available for use.
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2.4 Registration and access with CIE

To access with 'Electronic Identity Card’, the user selects the CIE tab from the 'Online Services’ access
homepage (fig. 9).

Home /¢ Access AIFA online services

Access AIFA online services ©

SPID CIE CNS elDAS Username and password with OTP

Accedi con CIE
fl'[a Entra con CIE

Maggiori informazioni sulla CIE

MINISTERD
I ‘ DELL']NT]}RNU
La Carta di Identitd Elettronica o CIE & I'evoluzione della carta di identita in versione cartacea,

ha le dimensioni di un bancomat ed & utile per accedere ai servizi online della Pubblica
Amministrazione.

Prerequisiti:

e avere una CIE attiva;
¢ disporre dei codici PIN e PUK: la prima parte dei due codici & nella ricevuta della richiesta
CIE, la seconda parte viene consegnata insieme alla CIE;

e Al link https:fwww.cartaidentita.interno.gov.it/identificazione-digitale/entra-con-cie trov

| software, la documentazione, video e tutorial;

Figure 9 - Access homepage with CIE

By clicking on 'Entra con CIE', the user completes the authentication procedure and lands on the first
registration page, which presents the following user personal data in read-only mode:

- Surname;
- Name;
- Fiscal Code.
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# Home > MNewu

s
USER PERSONAL DATA

* Required Fields

Last Name First Name
Ferrandi Luca
Fiscal Code

FRRLCU92Z45X3QW

| authorize the processing of my personal data in accordance with European Regulation No. 2016/679 on the protection of personal data for the sole purpose of improving the user
experience and contact. *

| declare that | accept the Terms ar nditions of Use of the platform, *

@ coToHomE

Figure 10 - User personal data for registration with CIE
The following checkboxes are active instead:

- Authorization for personal data processing according to GDPR;
- Acceptance of platform terms and conditions of use.

By clicking on ‘Next’, the user will view the professional contact data screen.

# Home > New user registration

o s
USER PERSONAL DATA PROFESSIONAL CONTACT DATA
| declare that | am an internal AIFA user (contact email with the domain @aifa.gov.it)

* Required Fields

Contact email (company) * @ Company phone

If you do not have a company email, enter your personal email

User class *

@ back)

Figure 11 - Professional contact data for registration with CIE
This screen provides for:

- selection of the declaration Checkbox for internal users;
- insertion of the contact email (corporate), to be validated via the button located next to the field;
- insertion of the ‘corporate phone’;

10
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- selection of the ‘User Class’ (if not internal AIFA users) via a combobox containing the following
options:
o Other Organization;
o Pharmaceutical Company;
o Citizen;
o External AIFA Supplier.

The e-mail address entered by the user must be validated by entering a 6-digit verification code that the
user receives via e-mail when the button / located next to the ‘Contact mail (corporate)’ field is pressed,
as shown in fig. 12.

@ s

USER PERSONAL DATA PROFESSIONAL CONTACT DATA

| declare that | am an internal AIFA user (contact email with the domain @aifa.gov.it)
equired Fields

Contact email (company) * @ [« y phone

utentereg@gmail.com | |

User class *

Other Organization
Pharmaceutical Company

Citizen

—D>

Supplier
External AIFA Personnel
Figure 12 - E-mail validation for registration with CIE

The user then enters the code via the specific form (fig. 13) and clicks on ‘Confirm’.

If the e-mail address has been validated correctly, a green checkmark will appear in the corresponding
field. The user can then complete the data entry in the form (fig. 12) and then click on ‘Confirm’, a button
that becomes active only after filling in the mandatory fields (those with *).

11
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r A

A 6-digit code has been sent to the indicated email address. Enter the

received code to verify the email address.

You can request a new code in 24 seconds

'O CANCEL:.:'I\

v

Figure 13 - Entering the e-mail verification code for registration with CIE

If the registration was successful, the user then sees the successful registration screen (fig. 14).

: AFA, Italian Medicines Agency

Registration completed!

You will receive a confirmation email of the registration.
To access the system, you need to login again.

( mumnpace )

Figure 14 - Registration completed with CIE

At this point, the user must click on the ‘Main Page’ button and perform the first login, again with CIE in
this case, to then have visibility of their personal dashboard.

12
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2.5 Access with CNS

Access via CNS occurs by selecting the CNS tab from the Online Services home (fig. 15).

Home / Access AIFA online services

Access AIFA online services °

SPID Cl

E CnS elDAS Username and password with OTP

Accedi con CNS

Entra con CNS

La Carta Nazionale dei Servizi o CNS & una smart card o una chiavetta USB che contiene un
‘certificato digitale” di autenticazione personale, utile per accedere ai servizi online della
Pubblica Amministrazione. Con la CNS puoi accedere ai servizi online per il cittadino o ad
eventuali altri se abilitato dall'INPS

Prerequisiti:

& avere una CNS attiva;
* accedere da una postazione che permetta la lettura della CNS {ovvero dotata di apposito
lettore in caso di smart card);

e averinstallato i driver della CNS, forniti da parte del’Amministrazione emittente.

Daopo aver verificato i prerequisiti esegui le seguenti operazioni:

® inseriscila CNS nel lettore di smart card o porta USB

* premi il pulsante Accedi con CNS, ti verranno elencati tutti i certificati di identificazione
personale presenti sul computer e nella CNS;

* seleziona il certificato di autenticazione contenuto nella CNS e premi il pulsante OK. Il
certificato della CNS contiene il tuo codice fiscale tra gli elementi diidentificazione;

® inserisci il codice PIN della CNS, fornito dall’/Amministrazione emittente; si tratta in genere

di un codice composto da 5-8 cifre. Il PIN ha la funzione di prevenire l'utilizzo della CNS da

parte di persone non autarizzate.

Figure 15 - Registration and access homepage with CNS

By clicking on Entra con CNS, the user completes the authentication procedure (following the specific
instructions present on the screen) and lands on the first registration page (fig. 16), which presents the
following user personal data in read-only mode:

- Surname;
- Name;
- Fiscal Code.

The checkboxes are active instead:

- Authorization for personal data processing according to GDPR;
- Acceptance of platform terms and conditions of use.

The user must mandatory check the checkboxes to proceed with access (the Next button will remain
disabled until the operation is performed).

13
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# Home > New user
'
USER PERSONAL DATA
Req |
Last Name First Name
Ferrandi Luca
Fiscal Code

FRRLCUS2Z45X9QW

| authorize the processing of my personal data in accordance with European Regulation No. 2016/679 on the protection of personal data for the sole purpose of improving the user
experience and contact. *

| declare that | accept the

© coToHOME

Figure 16 - User personal data for registration with CNS

By clicking on Next, the user will view the professional contact data screen.

] g

USER PERSONAL DATA PROFESSIONAL CONTACT DATA

I declare that | am an internal AIFA user {contact email with the domain @aifa.gow.it)

Contact email ([company) * @ Company phone

User class *

[ < J:TI

Figure 17 - Professional Contact Data for registration with CNS
On this screen, the following operations must be performed:

- selection of the Declaration Checkbox for Internal Users;

- indication of the contact e-mail (corporate), to be validated via the button located next to the
field;

- insertion of the Corporate Phone;

- selection of the User Class (if not internal AIFA users), via a combobox containing the following
options:
o Other Organization;
o Pharmaceutical Company;
o Citizen;
o External AIFA Supplier

14
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The e-mail address entered by the user must be validated by entering a 6-digit verification code that the
user receives via email when the button / located next to the Mail di contatto (aziendale) [Contact Mail
(Corporate)] field is pressed. The user then enters the code via the appropriate mask (fig. 18) and clicks on

Conferma [Confirm].

A 6-digit code has been sent to the indicated email address. Enter the
received code to verify the email address.

@ cance

4

Figure 182- Entering the e-mail verification code for registration with CNS

If the e-mail address has been validated correctly, a green checkmark will appear in the corresponding
field. The user can then complete the data entry in the form and then click on Conferma [Confirm].

If the registration was successful, the user then views the successful registration screen.

ApA; Italian Medicines Agency

Registration completed!

You will receive a confirmation email of the registration,
To access the system, you need to login again.

MAIN PAGE )

Figure 19 — Registration completed with CNS

The user must, at this point, click on Main Pageand log in again, still using CNS in this case, to then view
their personal dashboard.

15
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2.6 Access with elDAS
Access via eiDAS occurs by selecting the eiDAS tab from the Online Services homepage (fig. 20).

Home / Access AIFA online services

Access AIFA online services °

SPID CIE CNS elDAS Username and password with OTP

Login with elDAS

{®:  Loginwith elDAS

More info about eIDAS

elDAS allows European citizens to access Italian online services through their digital identity.
To login, use your country's digital identity.

Figure 20 - Registration and access homepage with eiDAS

By clicking on Login with eiDAS, the user completes the authentication procedure and lands on the first
registration page (fig. 21), which presents the following user personal data in read-only mode:

- Surname;
- Name

The checkboxes are active instead:

- Authorization for personal data processing according to GDPR;
- Acceptance of platform terms and conditions of use.

7

USER PERSONAL DATA

Last Name First Name

Luca

Fiscal Code

g of my personal data in accordance with European Regulation No. 2016/679 on the protection of personal data for the sole purpose of improving the user

that | accept the

@ coroHome

Figure 21 - User personal data form for registration with eiDAS

16
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The user must mandatorily flag the checkboxes to proceed with access (the Next button will remain
disabled until the operation is performed).

By clicking on Next, the user will view the professional contact data screen (fig. 22).

# Home >

@ g

USER PERSONAL DATA PROFESSIONAL CONTACT DATA

I declare that | am an internal AIFA user {contact email with the domain @aifa.gow.it)

Contact email (company) * @ Company phane

User class *

[ < J:TI

Figure 22 - Professional contact data form for registration with eiDAS
The following operations must be performed on this screen:

- selection of the declaration Checkbox for internal users;

- indication of the contact e-mail address (corporate), to be validated using the button located next
to the field;

- entry of the Corporate Phone;

- selection of the User Class (if not internal AIFA users), via a combobox containing the following
options:
o Other Organization;
o Pharmaceutical Company;
o Citizen;
o External AIFA Supplier

The e-mail address entered by the user must be validated by entering a 6-digit verification code that the
user receives via e-mail when the button / located next to the Contact Mail (Corporate) field is pressed.
The user then enters the code via the appropriate mask (fig. 23) and clicks on Confirm.

17
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r A

A 6-digit code has been sent to the indicated email address. Enter the
received code to verify the email address.

©® oancer)

A y

Figure 23 - Entry of e-mail validation code for registration with eIDAS

If the e-mail address has been successfully validated, a green checkmark will appear in the corresponding
field. The user can then complete the data entry in the form and click on Confirm.

If the registration was successful, the user then views the registration successful screen.

@ AlpA. Italian Medicines Agency

Registration completed!

You will receive a confirmation email of the regrstration.
To access

e system, you need to login again.

MAINPAGE )

Figure 24 - Registration with eiDAS completed

At this point, the user must click on Main Page and log in again, still using eiDAS in this case, to then have
visibility of their personal dashboard.

18
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2.7 Access with Username and Password

Selecting the Username and Password with OTP tab, one lands on the access page via this mode.

Home / Access AIFA online services

Access AIFA online services °

SPID CIE CNS elDAS Username and password with OTP

Sign in with AIFA credentials

User Name

Password

Forgot password?

Reset OTP Channel

Not registered?
Sign up to AIFA @

Figure 25 - Access with username and password with OTP
On this page, the user has the following functionalities available:

log in with username and password;

register for AIFA services;

recover the username;

reset the password in case the user has forgotten the password;
change the OTP channel in case the user prefers to change the mode.

W e

2.7.1 Login with Username and Password with OTP

By entering username and password in the appropriate fields and selecting the Login button, the system
sends a 6-digit code to the OTP channel chosen by the user and presents the page for entering it.

19
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AF = Agenzia Italiana del Farmaco

Home / Accedi ai Servizi online di AIFA BE®

Accedi ai Servizi online di AIFA °

Accedi con le credenziali AIFA

One Time Password:

Il codice OTP e’ stato inviato tramite la mail e***i@almaviva.it

Convalida codice OTP uo

Help Desk - Da lunedi al venerdi dalle 9:00 alle 18:00 - Apriun ticket - &, +39 06 6228 3430

Figure 26 - Entering OTP code

On this page, the user, using the “Request new OTP” button, can request the sending of a new OTP code,
or enter the OTP code received via the appropriate channel and select the "Validate OTP code” button.
All this allows the user to land on their Dashboard.

Inside the latter, each user will find the applications for which they are enabled (fig. 27).

& FAQ  EEENG v

user test

© Last seen: 20/01/2026

Conflict of interest
Info account

J

= utentereg@gmail.com

& My Authorizations 1
(@)

P Change password
HR-NEXT Employee
# Edit contact data

Figure 27 - User Dashboard

Specifically, users already registered in the systems have available the applications for which they had
previously received authorization. New users, on the other hand, will find the default applications
established for their user class.

20
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2.7.2 Registration to AIFA Services

By selecting the link Sign Up to AIFA, from the access screen with username and password, the system
presents the page shown in fig. 28.

#A& Home > New user registration
New user registration

| declare | have no Italian Tax |dentification Code.

* Required Fields

First Name * Last Name *
Fiscal Code * Email * @
Enter a preferably company emai
Phone
Enter a preferably company phone number
Create Password * Confirm Password *
The password must be at least 8 characters long, include at least ane uppercase letter, one lowercase letter,
one number, and ane special character.

| authorize the processing of my persanal data in accordance with European Regulation No. 2016/679 on the protection of personal data for the sole purpose of improving the user
experience and contact. *

| declare that | accept the Terms and Conditions of Use of the platform. *

(@ coto HUME._ )

Figure 28 - Data entry for registration
The registration page for AIFA services requires the entry of the following data:

- Name (mandatory);

- Surname (mandatory);

- Tax Code (mandatory for Italian users);

- E-mail (mandatory - to be validated preferably corporate);

- Telephone (preferably corporate);

- Password (following the criteria indicated in the gray caption);
- OTP Channel

After correctly entering the personal data (Name, Surname and Tax Code) the user must enter their
email address (preferably corporate) and select the icon to allow the system to validate and certify the
entered email, sending an OTP code to it.

21
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New user registration

| declare | have no Italian Tax Identification Code.

* Required Fields

First Name * Last Name *
[ o | [ semtime |

Fiscal Code * Email * @

| Fiscal Code ‘ | usernew@gmail.com |

Enter a preferably company emai
Figure 29 - E-mail validation

A pop-up appears (fig. 30), where the OTP code received at the entered email address to be validated must
be entered.

r ~

A 6-digit code has been sent to the indicated email address. Enter the
received code to verify the email address.

You can request a new code in 21 seconds
(@ cance )

Figure 30 - OTP code entry

Once the OTP code has been entered, the Confirm button becomes active. Upon selecting it, the system
performs the check. If successful, the following screen is displayed with the validated data.

First Name * Last Name *

‘ User e ‘ | Registration v |

Fiscal Code * Email * @

‘ SRURSTBOA0THS01D \/‘ | utentereg@gmail.com \/|
Enter a preferably company ema

Figure 31 - Validated data

Once the e-mail is validated, the user must enter the missing data (fig. 32): any phone number, password
and OTP channel (the latter two are mandatory). They must then select the checkboxes for the
authorization to process personal data and for the acceptance of the platform terms and conditions of
use; finally, select the Confirm button.

22
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New user registration

| declare | have no Italian Tax Identification Code.

* Required Fields

First Name * Last Name *

| User \/| | Registration \/|
Fiscal Code * Email * @

| SRURSTBOAO1HS501D \/| | utentereg@gmail.com \/ |

Enter a preferably company email

Phone

= |

Enter a preferably company phone number

Create Password * Confirm Password *
V[ e Vv

The password must be at least 8 characters long, include at least one uppercase letter, one lowerease letter,

one number, and one special character.

Select OTP Channel * @

Email A

| lauthorize the processing of my personal data in accordance with European Regulation No. 2016/679 on the protection of personal data for the sole purpose of improving the user
experience and contact. *

~| | declare that | accept the Terms and Conditions of Use of the platform. *

'0 GOTO HOME:} w CONFIRM 0
Figure 32 - Completion of registration data

If the registration was successful, the system sends a registration confirmation e-mail to the e-mail address
entered here, containing the username to be used for subsequent access (fig. 33).
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Account Successfully Created

Dear User,

We would like to inform you that your registration request for the AIFA Online
Scervices has been successfully processed.

Account details:

« Username: userregistration01
+ Email: utenfereg@gmail com

From now on, you can access the platform and submit enablement requests
for the available applications. To proceed, please log in to the Online Services
Portal and follow the instructions in the dedicated section.

If you have received this communication by mistake, please ignore it and
delete it from your inbox.

WARNING: This message was sent by an automated procedure, therefore
please do not reply to this communication.

Sincerely.

Figure 33 - Registration completed successfully e-mail

2.7.3 Username Recovery

By selecting the link Forgot username? the system displays the following page:

#& Home » Recover username

Recover username

Fields marked with an asterisk are required (*)

An email will be sent to the specified address containing the list of associated usernames.

Email *

‘ Email

P Y
'-\_9 GOBACK )

Figure 34 - Username Recovery

The system, once the user has entered the email address associated with their user account in the

dedicated field and has selected the icon, sends an email to that address with the OTP code for
address verification. Once the OTP is entered, the system sends the user an e-mail containing all user
accounts associated with the indicated email:
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Username recovery completed successfully

Dear User,

Your email is associated with the following list of usernames:

= utente registrazione

user.us

«  utente abilitazions
«  utente abilitazioni

« authorizations.user

« userregistration01

If this request hasn't been performed by you, we recommend you to contact our support immediately.
Figure 35 - Username recovery e-mail

2.7.4 Reset Password

By clicking on the link Forgot password? the system displays the Reset Password page (fig. 36).

# Home > Reset password
Reset password
Fields marked with an asterisk are required (*)

An email will be sent to the address associated with the entered username, containing a link

to reset the password

Username *

Forgot your username?

(@ GcoTOHOME )

Figure 36 - Reset Password

Once the user has entered their username and selected the Confirm button, the system sends an email
to the linked email address containing a link that leads the user to the password change page.
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Reset Password Link

Dear User,

to complete the password reset process, please click on the following link:

Reset your password

This link is valid for a single session and will expire in 2 minutes.

Figure 37 - Reset Password Link

In the resulting screen, enter a new password in both the New password and Confirm new password
fields, always following the criteria indicated in the gray caption.

M Home > Reset password

Reset password

Fields marked with an asterisk are required (*)

New password *

The password must be at least 8 characters long, include at least one uppercase letter, one

lowercase letter, one number, and one special character.

Confirm new password *

(@ coToHome )

Figure 38 - Password change
The user must then select the Confirm button to perform the modification.

The system confirms the successful modification of the password by sending an e-mail to the user.

2.7.5 Reset OTP Channel

In case of inability to use the OTP channel set during the registration phase, it is possible to indicate another
channel by selecting the Reset the OTP channel link.
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#& Home > Change OTP channe
Change OTP channel
Fields marked with an asterisk are required (*)

An email will be sent to the a 5 associated with the entered username, containing a link

to reset the OTP channel for two-factor authentication.

Username *

Forgot your username?

(@ GcoTOHOME )

Figure 39 - Change OTP Channel

The system, once the user has entered their usernameand has selected the Confirm button, sends an
email to the associated email address containing a link that redirects the user to the page for the
modification of the OTP channel.

Link for OTP channel modification

Dear User,

to complete the OTP channel modification process, please click on the following link:

Modify Your OTP Channel

This link is valid for a single session and will expire in 2 minutes.

Figure 40 - OTP channel modification link

By clicking on this link, you proceed to the screen in Fig. 41, where you indicate the alternative canale
OTP Channel, among those proposed.

Once the new OTP Channel has been entered, the user must select the Confirm button to perform and
save the change. The system confirms the successful modification of the OTP Channel by sending an e-

mail to the user.
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# Home > Change OTP channel

Change OTP channel

Fields marked with an asterisk are required (*)

Current OTP channel *

Maobile app authenticator

New OTP channel * @

‘ v

S
'-\_0 GO TO HOME )

Figure 41 — Change OTP Channel
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